
Cheat Sheet

1 Probabilities
Notations. Let Bp denote the Bernouilli distribution with

probability p. SD(X ,Y ) denotes the statistical distance be-
tween random variables (X ,Y ) over a set S , defined as

SD(X ,Y ) =
1
2
·
∑
x ∈S

| Pr[X = x] − Pr[Y = x]|

= max
f :S 7→{0,1}

| Pr[f (X ) = 1] − Pr[f (Y ) = 1]|

= max
Z ⊆S
| Pr[X ∈ Z ] − Pr[Y ∈ Z ]|.

1.1 Basics Probabilities
Union Bound, Bayes’ Rule.

Pr[A ∪ B] ≤ Pr[A] + Pr[B], Pr[A|B] =
Pr[B |A] · Pr[A]

Pr[B]
.

Others.

min{Pr[A], Pr[B]} ≤ Pr[A ∩ B] ≤ Pr[A] + Pr[B] − 1
Pr[A ∩ B] ≤ Pr[A|B]

1.2 Expectations

| E[XY ]| ≤ E[|XY |] ≤
√
E[|X |2]E[|Y |2] (Cauchy-Schwarz)

For ϕ convex, ϕ(E[X ]) ≤ E[ϕ(X )] (Jensen)

1.3 Concentration Bounds
Lemma 1.1 (Markov Inequality). LetX be a positive random
variable with finite expected value µ. Then for any k > 0,

Pr[X ≥ k] ≤
µ

k
.

Lemma 1.2 (Bienaymé-Chebyshev Inequality). Let X be a
random variable with finite expected value µ and finite nonzero
variance σ 2. Then for any k > 0,

Pr[|X − µ | ≤ kσ ] ≤
1
k2
.

Lemma1.3 (Chernoff Inequality). Letn ∈ N and let (X1, · · · ,
Xn) be independent random variables taking values in {0, 1}.
LetX denote their sum and µ ← E[X ]. Then for any δ ∈ [0, 1],

Pr[X ≥ (1 + δ )µ] ≤ exp
(
−
δ 2µ

3

)
Pr[X ≤ (1 − δ )µ] ≤ exp

(
−
δ 2µ

2

)
.

Furthermore, for any δ ≥ 0,

Pr[X ≥ (1 + δ )µ] ≤ exp
(
−

δ 2µ

2 + δ

)
.

Lemma 1.4 (Generalized Chernoff Inequality [5]). Let n ∈
N be an integer and let (X1, · · · ,Xn) be boolean random vari-
ables such that, for some δ ∈ [0, 1], it holds that for every
subset S ⊂ [n], Pr[∧i ∈SXi ] ≤ δ |S | . Then for any γ ∈ [δ , 1],

Pr

[
n∑
i=1

Xi ≥ γn

]
≤ exp (−nD(γ | |δ )) ,

where D(γ | |δ ) denotes the relative entropy function, satisfying
D(γ | |δ ) ≥ 2(γ − δ )2.

For more discussions and a constructive proof of the gen-
eralized Chernoff bound, see Impagliazzo and Kabanets [3].

Lemma 1.5 (Bernstein Inequality). Let X1, · · · ,Xm be inde-
pendent zero-mean random variables, and let M be a bound
such that |Xi | ≤ M almost surely for i = 1 tom. Let X denote
the random variable

∑m
i=1Xi . It holds that

Pr[X > B] ≤ exp

(
−

B2

2
∑m

i=1 Enc[X
2
i ] +

2
3MB

)
.

Bounded Difference Inequality. First proved by McDi-
armid in [4], in a more general form than below. Special case
of Azuma inequality [1]. Let (n,m) ∈ N2 be two integers.
We say that a function Φ : [n]m 7→ R satisfies the Lipschitz
property with constant d if for every ®x , ®x ′ ∈ [n]m which differ
in a single coordinate, it holds that

|Φ(®x) − Φ(®x ′)| ≤ d .

Lemma1.6 (BoundedDifference Inequality). LetΦ : [n]m 7→
R be a function satisfying the Lipschitz property with constant
d , and let (X1, · · · ,Xm) be independent random variables over
[n]. Then

Pr[Φ(X1, · · · ,Xm) < E[Φ(X1, · · · ,Xm)]−t] ≤ exp
(
−

2t2

m · d2

)
.

1.4 Entropy Notions
LetH(x) = x log(1/x)+(1−x) log(1/(1−x)) be the binary en-
tropy function. We let H1(X ) and H∞(X ) denote respectively
the Shannon entropy, min-entropy, average min-entropy
conditioned on Z , and ε-smooth min-entropy of a random
variable X , defined as

H1(X ) = −
∑

x ∈Supp(X )

Pr[X = x] · log Pr[X = x]

H∞(X ) = min
x ∈Supp(X )

log(1/Pr[X = x])

H̃∞(X |Z ) = − log E
z←Z
[2−H∞(X |Z=z)]

Hε
∞(X ) = max

SD(X ,Y )≤ε
H∞(Y ).

Note that H1(Bp ) = H(p).
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Lemma 1.7 ([2], Lemma 2.2a). For any δ > 0, H∞(X |Z = z)
is at least H̃∞(X |Z ) − log(1/δ ) with probability at least 1 − δ
over the choice of z.

Lemma 1.8 ([2], Lemma 2.2b). Conditioning on Z that has
b bits of information reduces the entropy of X by at most b:
H̃∞(X |Z1,Z2) ≥ H∞(X ,Z1 |Z2) − log |Supp(Z1)|.

1.5 Binomial Coefficients
• For any 0 < µ < 1/2 andm ∈ N,

µm∑
i=0

(
m

i

)
= 2mH(µ)− logm

2 +O (1).

• For k = o(n), log
(n
k

)
= (1 + o(1))k log n

k .
• For any (k,n),

( n
k

)k
≤

(n
k

)
≤ nk

k ! <
( ne
k

)k .
1.6 Useful Inequalities
• ∀x > 0, exp(−x) > 1 − x .
• ∀ 0 < x < 2−

√
2

2 , 1 − x > 2−
2+
√
2

2 x .
• ∀n ≥ 1,

(
1 − 1

n

)n
≤ exp (−1) and exp(−1) ≤

(
1 − 1

n

)n−1.
• ∀δ > 0, 2δ

2+δ ≤ log(1 + δ ).

1.7 Useful Lemmas
Splitting Lemma. Let A ⊂ X × Y such that Pr[(x ,y) ∈

A] ≤ ε . For any ε ′ < ε , defining B as B = {(x ,y) ∈ X ×
Y | Pry′←rY [(x ,y

′) ∈ A] ≥ ε − ε ′}, it holds that

Pr[B] ≥ ε ′ ∀(x ,y) ∈ B, Pr
y′
[(x ,y ′) ∈ A] ≥ ε − ε ′ Pr[B |A] ≥ ε ′/ε .

Forking Lemma. For any q ≥ 1, any set H with |H | ≥ 2,
and randomized PPT algorithmA which, on input (x ,h1, · · · ,hq)
returns a pair (J ,σ ) ∈ [q] × {0, 1}∗, and input distribution
D, let

acc def
= Pr[x ←r D,(h1, · · · ,hq) ←r H ,

(J ,σ ) ←r A(x ,h1, · · · ,hq) : J ≥ 1].

Then define the following algorithm FA : on inputx ∈ Supp(D),
FA(x) picks coins r , (h1, · · · ,hq) ←r H , and runs (I ,σ ) ←
A(x ,h1, · · · ,hq ; r ). If I = 0, it returns (0, ε, ε). Else, it picks
(h′1, · · · ,h

′
q) ←r H , and runs (I ′,σ ′) ← A(x ,h1, · · · ,hI−1,

h′I , · · · ,h
′
q ; r ). If I = I ′ and hI , hI ′ , it returns (1,σ ,σ ′); else,

it returns (0, ε, ε). Let

frk def
= Pr[x ←r D, (b,σ ,σ

′) ←r FA(x) : b = 1].

Then
acc ≤

q

h
+

√
q · frk.

Leftover Hash Lemma.

Piling-Up Lemma. For 0 < µ < 1/2 and random vari-
ables (X1, · · · ,Xt ) i.i.d. to Bµ , it holds that

Pr

[
t⊕
i=1

Xi = 0

]
=

1
2
·
(
1 + (1 − 2µ)t

)
=

1
2
+ 2−cµ t−1,

where cµ = log 1
1−2µ . In other terms, for any 0 < µ ≤ µ ′ <

1/2, it holds that
Bµ ⊕ B µ′−µ

1−2µ
≈ Bµ′ .

1.8 Hashing
Universal, pairwise independent
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